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1. Target Model
- Models released after November 2019
- [Network Camera]
XNO-L6085R , XND-L6020(R/RA)/L6030(R/RA) , TNO-3030T/3020T/3010T
QNB-8002/6002 , QNF-9010 , TNB-9000
- [NVR]
LRN-1610S/810S/410S , QRN-820S/420S/1620S

2. Purpose
- Set up your system through a trusted site (device) based on security certificates,

and enhance data security with access in https mode.

3. How to Install Private Root CA Certificates
1) Download the private root CA certificate ZIP file from the Hanwha Techwin
website and install it on your PC.
« Download Path: Hanwha Techwin website — Data Center — Certification—
Hanwha Techwin Private Root CA
« Installation Path: “Trusted Root Certification Authorities” from the Select

Certificate Store window.
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2) Copy the connection path from the HOSTS file
* Run your browser and connect to the camera in https mode
o If "There is a problem with this website's security certificate.” Message
displayed, ignore the message then click “Continue to this website"
« Click the "Certificate error” message in address bar then click "View certificates”
at the bottom of the “Untrusted Certificate” message box.

Enter the "Details" tab and copy the string after CN =

Certificate =]
| General | Details | Certification Path
‘ erificate Error |
He.htm - | Error s D -
L )
i *] X Field walue =
@ Mismatched Address ] [Elvalid to Monday, April 24, 2028 6:59:0...
e - 2 | |subject 000918304949 hanwha-secur. ..
2 - _ [ |Public key RSA (2048 Bits) B
The security certificate presented by this 5 |Basic Constraints Subject Type—End Entity, Pat... |=
website was issued for a different website's @Netscape Cert Type SSL Client Authentication (S0) |
5 |Key Usage Digital Signature, Non-Repudia. ..
address. &5 | subject Alternative Name DMS Mame="*.hanwha.com
FLlEnhancad ke 1 lcane Server fthentication £1 2 A s

This problem might indicate an attempt to
fool you or intercept any data you send to
the server. C = kR

We recommend that you close this webpage.
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3) Add the IP address and the string after ‘'CN =" in the certificate to the 'HOSTS-
Notepad’ file.
« Path : C:#Windowst#system32#tdriversietcithosts

[ o - m=m - o =
Dem BEE sam 27w s
# CAD License Setting
155.101.210.26 stwlic1 stwlic1.stw.net
55.101.210.75 stwlic2 stwlic2.stw.net
55.200.100.221 stwlic3 stwlic3.stw.net
55.200.100.221 stw-superi stw-super1.stw.net
55.101.210.38 ssa3srv
52.231.156.46 netlic1
55.101.200.45 hpem-licl # HEZIA
155.101.210.33 hps-lic1 # LR A| A~
# HPC
55.101.210.151 stwlogin
55.101.210.153 stweod1
55.101.210.154 stweod2
# Teamforge Setting
55.101.210.64 ctfl ctfl.stw.net
I192.168.?1.‘|41 00166CF9282F. hanwha-security.com I
1
| windcws (CRUFY Ln 149 Col 1 100%

4) Save the file to complete the settings
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